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Keep

at the ready

Following the April 2013 terror attacks in the US city of Boston,
there has been a lot of discussion about the hospitality
industry being “soft targets” for terrorists. While it is true

that we are open to the public 24 hours a day, have lots of
luggage, packages and gifts coming in and out, and host many
transient customers, my contention is that our properties are
a lot more secure than the public realizes. And taking specific
precautions, including the use of inexpensive, accessible
technologies, can go a long way toward protecting your guests
and employees.

First line of defense: employees

Your first line of defense is your employees. While you don’t
want to scare your staff with outlandish scenarios, they do
need to be informed on the potential dangers that exist.
Educate them on ways a criminal or terrorist could use your
facility as a base for illegal activities. With that understanding,
train your staff to be on the lookout for suspicious behavior.
This includes when the person (or persons):

« Acts nervously and is overly concerned with privacy,

+ Denies hotel staff access to a room, or refuses room cleaning
during an extended stay,

+ Insists on cash payment,

«+ Attempts to gain access to restricted areas, or

« Takes notes, pictures or videos of the hotel.
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Also have your staff note suspicious items, such as:

« Large amounts of unusual substances (acetone, peroxide,
drain cleaner);

« Luggage emitting fumes or odors, or containing
disassembled electrical components (wires, circuit boards,
batteries); or

« Plans, drawings, schematics, maps.

While the above does not automatically make anyone a
criminal, such activities do merit further investigation, not a
look the other way. If any of the above situations arise, instruct
employees to promptly alert management and the appropriate
authorities.

Crisis planning

The previous proactive steps can go a long way in preventing
a potential problem from occurring, but it is impossible to be
100 percent on alert. So in the event your property is involved
in an emergency situation, it is imperative to have a Crisis Plan
(CP) at the ready. Such plans include information such as:

+ Ahierarchy chart that details staff responsibilities such
as who is authorized to make decisions or serve as a
communications liaison to press and via social media

« Identification of the primary, secondary and tertiary
evacuation points

« Staff assignments to the various evacuation points, and
documentation of these assignments. This also helps
account for staff once the evacuation occurs.

+ Noted staff members who have training in first aid or
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emergency medical training, or other useful skills such as
second languages

« List of employees and contact information

« List of major vendors and the services they provide, along
with the contact information

« List of key clients and contact information

« Property maps that indicate where the main switches are
for utilities; the location of hazardous cleaning chemicals
and other important site-related information. These need
to be easily accessible to staff, outside security and first-
responders

« Directions to the location of master keys and who can access
these and under what circumstances

« List of critical items that would be important to remove if
possible

+ Sources for replenishing supplies if needed

« Asystem in place that keeps a daily contract/corporate
visitor list so they can be accounted for during an emergency

+ Resources to reference as guidance in the case of the
emergency

« List of offsite computer, business intelligence and
surveillance equipment

With a crisis plan in place, it must not sitin a filing cabinet to
get dusty waiting for the rare, but critical occurrence. Instead

it should be reviewed, tested and updated on a regular basis.
Managers need to know where it is located, as well as have it
offsite and potentially on their mobile devices. To make sure
this happens, assign a staff member(s) as the head of the crisis
plan to follow-through.
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Frank Wolfe joined the association in March 1991. Wolfe started
at HFTP as the association’s director of education. He became
executive vice president/CEO of HFTP in 1994 and at that time
was one of the youngest association CEOs in North America.

As HFTP’s CEO, Wolfe oversees the association’s operations,

¢ aswellas represents the association worldwide at industry events,
on industry boards and committees and via the news media.
Wolfe is a graduate of East Tennessee State University where he
received a degree in Health Administration and also attended
graduate school there in the Counseling and Guidance Program.
In 1992, he was awarded the Certified Association Executive
Designation (CAE), which is the Association Industry’s highest
designation.

Accessible technology that ups the security level

Today many management tools and consumer products can
extend your security network. One of the many monitoring
products available is an employee management system. These
systems use fingerprints, facial recognition, RFID badges and
web interfaces to track employees throughout the enterprise.

Regardless of the size of your operation, accessible Internet
Protocol (IP) cameras are inexpensive and easy to set up and
monitor. Footage can be monitored from a smart phone and
images can be pushed out to the Internet in real time, as well
as stored as recorded images. If you are using cameras, make
sure that the public is aware and you publish this fact.

At the end of the day

Know that your risk of dying, or being involved in a plausible
terrorist attack is much lower than your risk of dying in a car
accident, by walking across the street, by drowning, in a fire,
by falling, or by being murdered. With that said, when you are
overseeing a very public location such as a hotel property,
make the move from soft target to hard target. In the rare case
you are involved in such an attack, your response will make a
key difference to the level of impact it has.
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Hospitality Financial and Technology Professionals
Join a global professional network dedicated to the continued growth of your career
and the success of the hospitality industry as a whole. As an HFTP member, you
have access to benefits that keep you up-to-date with today's business practices
and help you address challenges specific to hospitality finance and technology.

CHTP — Demonstrate Your Hospitality Technology Expertise
HFTP's designation, the Certified Hospitality Technology Professional (CHTP),
is the only technology certification specific to the hospitality industry.

{ ‘\
Earn the CHTP to demonstrate your competence as an IT expert. 4 "-;’s,{ N
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Learn more about
HFTP at www.hftp.org
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Publication Partners

HFTP, Austin, Texas, USA and Maastricht, The Netherlands, founded in 1952, is the global professional
association for financial and technology personnel working in hotels, clubs and other hospitality-related
businesses. HFTP provides first class educational opportunities, research, and publications to more than
4,800 members globally including, the premiere hospitality technology conference HITEC--founded in
1972. HFTP also awards the only hospitality specific certifications for accounting and technology - the
Certified Hospitality Accountant Executive (CHAE) and the Certified Hospitality Technology Professional
(CHTP) designations. HFTP was founded in the USA as the National Association of Hotel Accountants.

2 www.hftp.org

With an exclusive focus on global hospitality and tourism, Hsyndicate.org (the Hospitality Syndicate)
provides electronic news publication, syndication and distribution on behalf of some 750 organizations
in the hospitality vertical. Hsyndicate helps its members to reach highly targeted audience-segments in
the exploding new-media landscape within hospitality... channels of ever increasing importance which
are difficult to reach through classic wire services like PRnewswire or BusinessWire. With the central idea
‘ONE Industry, ONE Network’, Hsyndicate merges historically fragmented industry intelligence into a single
online information and knowledge resource serving the information-needs of targeted audience-groups
throughout the hospitality, travel & tourism industries... serving professionals relying on Hsyndicate’s
specific and context-relevant intelligence delivered to them when they need it and how they need it.

2 www.hsyndicate.org

Since introducing the world’s first electronic hotel door lock and first electronic in-room safe in 1979, VingCard
Elsafe has installed products in more than 42,000 properties worldwide, securing in excess of 7 million hotel
rooms. Today, their comprehensive product line is comprised of VingCard electronic locking solutions, Elsafe
in-room safes, Orion energy management systems, and PolarBar minibars. VingCard Elsafe leads the industry
in advanced locking technologies, including NFC, RFID/RF-Online and ZigBee-based networking solutions, and
offers the only UL-listed electronic hotel safe on the market. With an extensive worldwide service and support
network, VingCard Elsafe provides continuous support to its clients around the globe. VingCard Elsafe is part of
ASSA ABLOY Hospitality, the world’s leading provider of hotel locking solutions. ASSA ABLOY is a publicly listed
Swedish company traded on the Stockholm Stock Exchange.

2 www.vingcardelsafe.com

We all know that the future will be different, but how will it be different? For companies in the hospitality
industry, Wade & Co. uses scenario generation to get at the answer to that question - in strategic
workshops, team-building exercises, and conference presentations the world over. As a specialist in
business foresight, Wade focuses on visualizing how the future “business landscape” could realistically
change, ushering in new kinds of customers and competitors, creating new opportunities, and affecting
your chances of success. Heading the company is Woody Wade, who is also the founder and publisher of
the Hotel Yearbook.

2 www.1l1lchanges.com

HOTEL Yearbook 2014 special ec TECHNOLOGY

)\ HFTP
. Hospitality Financial and

Technology Professionals

= HSYNDICATE

« VingCard’
Elsafe

ASSA ABLOY

WADE


http://www.hftp.org
http://www.hsyndicate.org
http://www.vingcardelsafe.com
http://www.11changes.com
http://www.hftp.org
http://www.11changes.com
http://www.vingcardelsafe.com
http://www.hsyndicate.org

| Advertisement |

= VingCard
Elsafe

ASSA ABLOY

The First Invisible Lock

Essence by VingCard revolutionizes the electronic lock industry by housing all lock components, including the
reader, inside the door and therefore, reaching the maximum minimalistic expression, the true Essence of an
electronic lock.

Essence takes the definitive step in minimal hardware on the door and truly blends with any design requirements,
enhancing the style of your hotel and taking the user-interface experience to a new level.

You cannot see it, but you will experience the true essence of a secure and reliable electronic lock.
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hv VinsCard®

Stay Smart

VingCard Elsafe | P.O.Box 511 | 1522 Moss | Norway R
Phone: +47 69 24 50 00 | info@vcegroup.com | www.vingcardelsafe.com M.: E_ 1&;'%
Provider of: VingCard Locks and Systems | Elsafe Safes | Orion EMS | PolarBar Minibars L v
ASSA ABLOY, the global leader in door opening solutions. Forum E;":?'ﬁ

13,56MHz technology compatible with: | 1SO 14.443 A (MIFARE) | ISO 14.443 B | 1SO 15.693 | Near Field Communication (NFC)
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Hotel Yearbook 2014

In 2014, the Hotel Yearbook will feature a comprehensive outlook for major geo markets as
well as indepth interviews with hotel group executives focusing on key segments including
luxury and lifestyle brands. Additional articles include expert views in the fields of design,
environment, technology, social media, finance, education, business travel and human
resources.

« This edition will be available from 20 December 2013

HYB Special Edition - Digital Marketing 2014

The Hotel Yearbook branches out again with a new Special Edition onthe future of digital
marketing within the global hospitality industry. Authors include some of the industry’s

best known thinkers and doers in various fields such as reputation management, revenue
management, search engine optimization, social media channel management via OTA’s. More
information on this special edition will be made available very soon!

« This edition will be available from 5 February 2014

HYB Special Edition - Hotel Concepts 2014

The Hotel Yearbook branches out again with a new Special Edition on innovative hotel concepts
within the global hospitality industry. Authors include some of the industry’s best known
thinkers and doers in various fields such as architecture, interior design, branding and consumer
marketing. More information on this special edition will be made available very soon!

« This edition will be available from 22 March 2014
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